
Spam Blocker for Online Social Network 
Seema Pralhad Jaybhaye 

Deogiri Institute of Engineering and Management Studies, Aurangabad. 

 

 
Abstract— One elementary issue in today’s on-line 

Social Networks (OSNs) is to relinquish users the power 

to manage the messages announce on their own non-

public area to avoid that unwanted content is displayed. 

Up to now, OSNs offer very little support to the current 

demand. To fill the gap, during this paper, we have a 

tendency to propose a system permitting OSN users to 

ownan immediate management on the messages announce 

on their walls. This is often achieved through a versatile 

rule-based system and a Machine Learning-based soft 

classifier mechanically labeling messages in support of 

content-based filtering. 

Key words: Online social networks, data filtering, short 

text classification, policy-based personalization. 

 

1. Introduction: 

    Online Social Network (OSN) Users have 

the power to manage the messages announce on 

their own non-public area to avoid that 

unwanted content is displayed. 

    The major efforts in building a strong Short 

Text Classifier (STC) square measure focused 

within the extraction and choice of a group of 

characterizing and discriminant options. Now a 

day’s social networking sites permit users to 

state WHO is allowed to insert messages in 

their walls.    

The planned system permits users to own an 

immediate management on their timeline posts. 

This is often achieved by employing a versatile 

rule based mostly system permitting users to 

customize the filtering criteria. . In OSNs, data 

filtering may also be used for a distinct, 

additional sensitive, purpose. this is often 

because of the actual fact that in OSNs there is 

the chance of posting or commenting different 

posts on specific public/private areas, referred 

to as generally walls According to Facebook 

statistics1 average user creates ninety items of 

content monthly, whereas quite thirty billion 

items of content (web links, news stories, blog 

posts, notes, icon albums, etc.) square measure 

shared monthly. 

    Facebook permits users to state who is 

allowed to insert messages in their walls (i.e., 

friends, friends of friends, or outline teams of 

friends). However, no content-based 

preferences square measure sup-ported and so 

it's unimaginable to for Estill unsought 

messages, love political or vulgar ones, 

irrespective of user who posts them. 

The aim of the current work is thus to propose 

and through an experiment appraise an 

automatic system, referred to as Filtered Wall 

(FW), ready to filter unwanted messages from 

OSN user walls. We have a tendency to exploit 

Machine Learning (ML) text categorization 

techniques to mechanically assign with every 

short text message a group of classes supported 

its content 

The major efforts in building a strong short text 

classifier (STC) square measure focused within 

the extraction and choice of a group of 

characterizing and discriminant options. 

We the system provides a robust rule layer 

exploiting a versatile language to specify 

Filtering Rules (FRs), by that users will state 

what contents mustn't be displayed on their 

walls insert the neural model inside a hierarchic 

two-level classification strategy. 

2. Scope 

The scope of planned system is to judge an 

automatic system ready to filter unwanted 

messages type user walls. Machine Learning 

text categorization techniques square measure 

accustomed mechanically assign with every 

short text message a group of classes supported 

its content .By exploitation this system, short 

messages square measure categorized into 

neutral and non-neutral. Then Non-neutral 

messages square measure more classified into 

completely different classes. By exploitation 

Filtering Rules, users will state what contents 

mustn't be displayed on their walls. Filtering 

Rules exploit user profiles, user relationships 

yet because the output of the Machine Learning 

categorization method to state the filtering 

criteria to be enforced  

3. Review method 

The design of a system providing customizable 

content-based message filtering for OSNs, 

supported metric capacity unit techniques. Our 

work has relationships each with the state of 

the art in content-based filtering, yet like the 

sphere of policy-based personalization for 

OSNs 

3.1 Content-Based Filtering: 

A content-based filtering system selects data 

things supported the correlation between the 

content of the things and also the user 

preference. Documents processed in content-

Asian Journal of Engineering and Technology Innovation 2017 (05), 1-3.

© Asian Journal of Engineering and Technology Innovation (AJETI), 2017 1



based filtering square measure largely matter in 

nature and this makes content-based filtering 

on the point of text classification .Content 

based filtering is especially supported the 

employment of the metric capacity unit 

paradigm in step with that a classifier is 

automatically induced by learning from a group 

of pre-classified examples 

3.2 Policy-Based Personalization: 

A classification methodology has been planned 

to categories short text messages so as to avoid 

overwhelming users of micro blogging services 

by data. The system delineate in focuses on 

Twitter2 and associates a group of classes with 

every tweet describing its content. The user 

will then read solely bound forms of tweets 

supported his/her, our system is complemented 

by a versatile mechanism for BL management 

that gives an additional chance of 

customization to the filtering procedure. 

 

 

 

4. Filtered Wall Architecture:  

 

 
 

 

The design in support of OSN services may be 

a three-tier structure. The primary layer, 

referred to as Social Network Manager (SNM), 

unremarkably aims to supply the fundamental 

OSN functionalities (i.e., profile and 

relationship management), whereas the second 

layer provides the support for external 

 

Social Network Applications (SNAs).The 

supported SNAs might successively need a 

further layer for his or her required Graphical 

User Interfaces (GUIs) The core parts of the 

planned system square measure the: 

 

Content-Based Messages Filtering (CBMF) and 

also the Short Text Classifier modules path 

followed by a message, from its writing to the 

potential final publication is summarized as 

follows 

 

1. When getting into the non-public wall one of 

his/her contacts, the user tries to post a message 

that is intercepted by FW. 

 

2. A ML-based text classifier extracts data from 

the content of the message. 

 

3. FW uses data provided by the classifier, 

beside knowledge extracted from the social 
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graph and users’ profiles, to enforce the 

filtering and BL rules. 

 

4. Looking on the results of the previous step, 

the message are revealed or filtered by FW. 

 

5. Short Text Classifier: 

Coming up with and evaluating varied 

illustration techniques together with a neural 

learning strategy to semantically categorise 

short texts. From a metric capacity unit purpose 

of read, we have a tendency to approach the 

task by shaping a hierarchic two-level strategy 

forward that it's higher to spot and eliminate 

“neutral” sentences, then classify “nonneutral” 

sentences 

 

6. FILTERING RULES AND BLACKLIST 

MANAGEMENT 

6.1 Filtering Rules: 

 

A filtering rule FR may be a tuple (author, 

creator Spec, content Spec, 

action), wherever author is that 

the user who specifies the rule ;creator 

Spec may be a creator specification, In 

general, quite a filtering rule will apply to a 

similar user. A message is thus revealed as long 

as it's not blocked by any of the filtering rules 

that apply to the message 

 

6.2 Blacklists: 

a BL mechanism to avoid messages 

from unsought creators BL rules create the wall 

owner ready to determine users to be 

blocked in step with their profiles yet as their 

relationships within the OSN. Therefore, 

by suggests that of a BL rule, wall house 

owners square measure, as an example, ready 

to ban from their walls users they are doing in a 

roundabout way apprehend 

 

6.3 DICOMFW 

DicomFW may be a image Facebook 

application8 that emulates a private wall 

throughout the development of 

the image, we've centered our 

attention solely on the FRs, departure BL 

implementation as a future improvement. 

To summarize, our application permits to 

1.Read the list of users FWs; 

2. Read messages and post a replacement one 

on a FW; 

3. Outline FRs exploitation the OSA tool. 

When a user tries to post a message on a wall, 

he/ she receives Associate in nursing alerting 

message if it's blocked by FW 

Importance: 
It is machine-controlled system Content-based 

preferences square measure supported and so 

its potential to for estall unsought messages 

love political, vulgar. New classification ways 

square measure accustomed method of 

detective work and filtering spam is clear .It 

guarantees a hundred filtering of messages. 

Conclusion: 
During this whole study work, a system to filter 

unsought messages from on-line Social 

Network walls is conferred. The system 

exploits a Machine Learning soft classifier to 

enforce customizable content-dependent 

Filtering Rules. The flexibility of the system in 

terms of filtering choices is increased through 

the management of Blacklists. The aim behind 

work is to research a tool ready to mechanically 

suggest trust values for those contacts user 

doesn't in person well-known. 
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