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ABSTRACT 
Video data hiding is a very important research topic. We propose a new video 
data hiding method that makes use of correction capability of repeat 
accumulate codes and superiority of forbidden zone data hiding (FZDH). 
FZDH is used when no alteration is allowed in data hiding process. The 
framework will support all kind of videos such as .mp4, .3gp, .avi etc. The 
proposed scheme is, while hiding the video we provide extra security of 
encryption and decryption.  
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INTRODUCTION 
Data hiding is the process of embedding information into a host medium. In general, visual  media are normally  
preferred due to their wide presence and the tolerance of human perceptual systems involved. The general 
structure of data hiding process does not depend on the host media type, but the methods in it  also varies 
depending on the nature of such media. For example, image and video data hiding share many common points, 
however video data hiding have more complex designs due to the additional temporal dimension in contrast   to 
image data hiding. Therefore, video data hiding is used in active research area. 
PROBLEM DOMAIN 
The major drawback of host activity based methods is  that  this activity are collected from each stepping stone 
which are not trustworthy. Since the attacker or the cracker is assumed to have full control over each stepping 
stone, it can easily modify, delete or forge user login information. This defeat the ability to correlate based on 
host activity. 
LITERATURE SURVEY 
ErsinEsen and A. AydinAlatan[1]  proposed a new video data hiding method that makes use of erasure correction 
capability of RA codes and superiority of FZDH. Proposed method utilizes selective embedding technique which 
is used to determine host signal samples suitable for data hiding. This method also contains a temporal 
synchronization scheme in order to hold frame drop and insert attacks. The proposed framework is tested by 
typical broadcast material against MPEG-2, H.264 compression, frame-rate conversion attacks, as well as other 
well-known video data hiding methods. The decoding error values are reported for typical system parameters. 
The simulation results indicate that such framework can be successfully utilized in video data hiding 
applications. In this paper, a new block-based selective embedding type data hiding framework is been proposed 
that encapsulates FZDH and RA codes in accordance with an additional temporal synchronization mechanism. 
FZDH is a practical data hiding method, which is shown to be superior to the conventional QIM. An important 
point to be noted is that, a new video data hiding frame- work that makes use of erasure correction capability of 
RA codes and superiority of FZDH is proposed. Alteration is avoided by using FZDH and this method is also 
robust to frame manipulation attacks via frame synchronization markers. But, the disadvantage is that the 
framework involves a number of thresholds (T0, T1, and T2), which are determined manually. The range of these 
thresholds can be analyzed by using a training set, then some of the heuristics can be deduced for proper 
selection of these threshold values. 
Vectors XikaiXu, Jing Dong et.al.[3]  focus on detecting data hiding in motion vectors of compressed video and 
proposed a new steganalytic algorithm based on the mutual constraints of motion vectors. The constraints of 
motion vectors from different frames are analyzed and formulized by three functions, and then statistical 
features are featured out  based on these functions. Moreover, author proposes calibration method to improve 
the detection accuracy. Experimental results  shows that the proposed method can effectively attack typical 
motion-vector-based video steganography. As compared to other proposals this method is used due to its higher 
performance.  But, this method needs to be tested in attacking more steganography algorithms; it is convinced 
that the constraints of motion vectors (MVs) are helpful for steganalysis. This new idea might suggest new issues 
for working in this field. It is expected that the constraints of MVs may play a greater role in the future if author 
can find a better way to describe and measure the statistical changes of such constraints. 
SOFTWARE DESIGN 
A. General 
An object-oriented methodology or approach was used to develop this project, which consists of   function and   
procedures. It can be stated that software can be developed by building self-contained modules as objects that 
can be easily replaced, modified and reused. In this environment software is a collection of discrete objects that 
encapsulate their data as well as the functionality to model real world “objects”. Each object has its own attribute 
and methods. Objects are grouped into classes. Here each object is responsible for itself. 
The main focus of the analysis phase of Software development is on “What needs to be done”. The objects 
obtained during the analysis can serve as the framework or Design. The class’s attributes, methods and 
association identified during analysis must be designed for implementation language. New classes must be 
introduced to store intermediate results during the program execution. 
During the Design phase, we have to elevate the model into logical entities, some of which might relate more to 
the computer domain as people or employees. Here the goal is to design the classes that we need to implement 
the system and the difference is that, at this level we focus only on the view and access classes, such as how to 
maintain information or the best way of interact with a user or present information. 
B .Design process: 
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During the design phase the classes which were identified in object-oriented analysis must be revisited with a 
shift focus to their implementation. New classes or attribute and Methods must be an added for implementation 
purposes and user interfaces. The object-oriented design process consists of the following activities: 
1. The design axioms are normally applied to design classes, their attributes, methods, associations, structure and 
protocols. Refine and complete the static UML class diagram by adding details to the UML diagram. This step 
consists of following activities. 
 Refine attributes. 
 Design methods and protocols by utilizing a UML activity diagram to represent the method’s algorithms. 
 Refine associations between classes 
 Refine class hierarchy and design with inheritance 
 Iterate and refine again 
2. Design the access layer 

 Create mirror classes: For every business classes separate classes are identified and created. For 
Instance, if there are three business classes, create three access layer classes. 

 Identify access layer class relationships. 
 Simplify classes and their relationships: The main goal here is to eliminate redundant classes and 

structures. 
o Redundant classes: Avoid using two classes that perform same operation or activities. Simply select 

one and eliminate the other. 
o Method classes: Revisit the classes that consist of only one or two methods      
o To see if they can be eliminated or combined with existing classes. 

  Define the view layer classes 
 Design the macro level user interface, by identifying view layer objects. 
 Design the micro level user interface, which includes the following activities: 

Design the view layer objects by applying the design axioms built a prototype of the view layer interface. 
o Test usability and user satisfaction. 
o Iterate and refine. 

3. Iterate and  refine the whole design process. From the class diagram, you get to know which classes you will 
have to build and which existing classes you can reuse. As you do this, you also begin thinking about the 
inheritance structure. If you have several classes that seem relates but have specific differences. 
Design also must be traceable across requirements, analysis, and design from the Requirements model. 
System Architecture 

 
Fig 1: System Architecture 

PROPOSED VIDEODATA HIDING FRAMEWORK 
A block based adaptive video data hiding method that incorporates FZDH, which is shown to be superior to QIM 
and competitive with DC-QIM, and erasure handling through RA Codes. We utilize selective embedding to 
determine which host signal coefficients will be used in data hiding as in. Unlike the method in, we employ block 
selection (entropy selection scheme) and coefficient selection (selectively embedding in coefficients scheme) 
together. The de-synchronization is handled in different ways in different selection methods. The de-
synchronization due to block selection is handled via RA Codes. The de-synchronization due to coefficient 
selection is handled by using multi-dimensional form of FZDH in varying dimensions. The frames are processed 
independently. It is observed that intra and inter frames do not yield significant differences. Therefore, in order 
to overcome such  local bursts of error, we utilize 3-D interleaving similar to, which does not utilize selective 
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embedding, but uses the whole LL sub band of discrete wavelet transform. Furthermore, we equip the method 
with frame synchronization markers in order to handle frame drop, insert, or repeat attacks. Hence, it can be 
stated the original contribution of this paper is to show a complete video data hiding method that is resistant to 
de-synchronization due to selective embedding and robust to temporal attacks, while making use of the 
superiority of FZDH 
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